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In this work, we study key agreement protocols : protocols between two parties, Alice and Bob, that
share no common information but such that at the end of the protocol, they share a common key k. There
is another party involved, the eavesdropper Eve, that has only access to the messages sent on the public
channel, and we say that the protocol is secure if there is no Eve that can find the key k efficiently. We
know from the literature that such a protocol cannot exist in the plain model [IR89]. We also know that
if given access to a public-key encryption scheme, Alice and Bob can build such a secure key exchange.On
the other side, if Alice and Bob are given a one-way function, - a function that is easy to compute but hard
to invert - no such protocol can be secure [IR89, BM08]. This is an important result because a one-way
function is one of the lowest assumption that can be used in cryptography to give more power to Alice and
Bob.

With access to quantum computers and the use of quantum communication, there is a known information-
theoretically secure key exchange protocol [BB84] with no assumptions needed. However, the proof of the
security of this protocol rest heavily on the no-cloning theorem, that states that we cannot copy a qubit.
This theorem prevents Eve from storing the messages that are sent on the public quantum channel, thus
limiting the possibilities of her attacks. Could Eve break the protocol if Alice and Bob were to use a classi-
cal channel, despite having access to quantum computers ? Because of the classical channel, the no-cloning
theorem would be of no use here, and Eve will be able to act more freely. It is shown in [BHK+11] that
there is a lower bound of O(n5/2) for such attacks. However, it is still unknown whether there exists an
attack for Eve that can work efficiently for any key-exchange protocol with quantum parties but classical
communication. This is the question we attempt to answer in this work. Our first result shows the im-
possibility of a secure key exchange with a quantum Alice and Bob that communicates through a classical
channel, with no other assumption. Then, we show that with classical access to the oracle, the classical
result can be adapted to prove the impossibility of secure quantum key exchange over a classical channel.
Finally, we work towards proving the same result with quantum access to the oracle.
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