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Abstract– The third round of the NIST
standardisation process will soon be over and
the selected schemes will become standard for
the industry. This means that implementations
based on selected schemes will be deployed into
different kinds of devices used in our daily life.
However, an implementation can be a significant
weakness in the security of a scheme as first
shown by Kocher [2]. Hence, NIST put forward
the necessity of studying the implementations
regarding side-channel attacks [3].

In this work, we focus on the schemes based
on error-correcting codes, which reached the
second round of the standardisation process.
Those have at least one implementation that
uses functions in constant-time to protect
sensitive information. The constant-time is
a common countermeasure to thwart remote
timing attacks. One way to get a function that
is executed in the same amount of time inde-
pendently of the inputs is to replace conditional
branching depending on the secret by using a
variable call mask.

For instance, if an addition a = a + b is only
needed when a bit of secret is equal to one then
the conditional branching can be replaced by
the affectation of the variable mask depending
on the secret bit. So the addition becomes
a = a+mask ∗ b. If mask is one then we have an
addition with a non-zero element. Otherwise, it
is an addition with a zero element.

But, depending on how the mask is created
and used, an attacker may be able to recover sen-
sitive information by other types of side-channel
attacks. Indeed, when attackers have physical
access to the device, they can use power con-
sumption or electromagnetic emanation to get
pieces of information. We have shown examples
of attacks leading to a full key recovery by ex-

ploiting power measurements obtained during
the processing of such masking technique [1].

Weaknesses related to power consumption
are linked to the fact that not all operations
have a similar energy cost. In the context of
the aforementioned example, the weakness is
that multiplying an element of 32 or 64 bits
by one will induce a higher consumption than
multiplying it by zero.Therefore as the mask
is directly linked to the secret, the attacker
obtained information on the secret.

The impact on security is not the same for
each scheme, as the family of codes used and
the structure of the cryptosystem are different.
Thus, it is interesting to look at the specificity of
schemes and their implementation. That is why
we focus on both schemes’ specificities and mask
leakages for the second-round NIST candidates.
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