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Abstract

The Hamming Quasi-Cyclic (HQC) cryptosystem [1] is one of the two code-based cryptosystems
selected as alternate candidate for the third round of the NIST standardization process, along with
BIKE. The key feature of HQC is the security reduction to the syndrome decoding problem for
structured codes: there is no need for an assumption about indistinguishability of the family of
codes used in this scheme.

The decryption procedure in HQC uses an efficient decoding algorithm for a public code, which is
chosen as a tensor product code of BCH and repetition codes in the original HQC description. As the
weight of the error that needs to be decoded is not constant in this scheme, some errors of unusually
large Hamming weight can make the decoding algorithm fail, making the choice of the public code
particularly important for studying the decryption failure rate (DFR) of the cryptosystem.

The contribution of this work is twofold:

1. We provide a better analysis of the weight distribution of the HQC error vectors. We ap-
proximate the HQC error vectors by vectors for which the coordinates follow a binomial
distribution, and give theoretical arguments as well as experimental results showing that the
two distributions are close. This approximation allows for an easier and more precise analysis
of the decoding errors.

2. We propose to use concatenated Reed-Muller and Reed-Solomon codes instead of BCH and
repetition codes, and we derive an upper bound for the decoding failure probability of this
family of codes against binary symmetric channels.

These two improvements combined together yield an improvement of the HQC parameter sizes
of approximately 20%: as an example for 256 bits of security, this allows to reduce the size of the
public key from 8.9kB to 7.2kB.

A preprint of this work is already available [2].
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