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In 2015, Guilhem Castagnos and Fabien Laguillaumie [CL15] presented a
linearly homomorphic encryption scheme based on class groups of quadratic
imaginary �elds, whose security is based upon the HSM problem. HSM stands
for Hard Subgroup Member and consists in distinguishing in a group between
a general element and a p-th power of an element. A class group is de�ned as a
quotient of the set of ideals of the ring of integers of a �eld, and, in our particular
case, of a quadratic imaginary �eld. The order of such a group is unknown, and
computing it is a hard algorithmic problem, which makes class groups interes-
ting objects to work with in cryptography. Among the properties of this scheme,
it is linearly homomorphic and can be used to construct lossy trapdoor functions.

Lossy trapdoor functions - and their generalizations, such as all-but-one or
all-but-many trapdoor functions - are useful primitives, introduced by Chris
Peikert and Brent Waters in [PW08]. They are families of functions from which
one can sample both injective - invertible given access to a trapdoor - and non
injective (lossy) functions, without being able to distinguish between the two
types. Among their many applications, lossy trapdoor functions can be used to
perform oblivious transfers and secure multiparty computation, or achieve CCA
security in encryption.

In this talk, I will give an introduction to cryptography over class groups of
imaginary quadratic �elds, and explain how we construct lossy trapdoor func-
tions using the properties of the CL homomorphic encryption scheme. I will
�nally expose an overview of their applications, and in particular the construc-
tion of a CCA secure system based on these lossy trapdoor functions.
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