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The security of code-based cryptosystems such as McEliece’s [11, 2] rest upon the difficulty to distinguish
some structured linear code from a random one and from the difficulty of the binary syndrome decoding
problem, which consists essentially in finding one solution of the equation He = s for H ∈ Fk×n

2 with a
constraint on the number of ones in the solution vector e. Thus, showing that these problems are hard in
average is fundamental to prove that the McEliece cryptosystem is secure in practice. We will focus here on
the syndrome decoding problem in the generic case. This problem has been widely studied for many years,
is NP-Complete and supposed hard in average, that is, there exist no subexponential generic algorithm to
solve it. Among the algorithm used to solve it, the most efficient are information set decoding algorithms.
Among them we can cite Prange algorithm [12], Lee-Brickel [8], Stern [14], Dumer [4, 5], and, more recently
MMT [9], BJMM [1] and May-Ozerov [10] and its variants [3]. While these algorithm have been studied
asymptotically, [6] is the only non asymptotic study we know of of Dumer, MMT and BJMM algorithms.

Each newer algorithm [14, 4, 5, 9, 1] is better asymptotically but comes with a growing polynomial factor.
As a result, which algorithm is the best in practice is not clear. Furthermore, the bottleneck asymptotically
in all these algorithms is to find the intersection of 2 sets of exponential sizes. Thus when implementing
these algorithms two questions arises:

• For cryptographic instances which algorithm is better?

• How to correctly implement the intersection of 2 sets?

When implementing the intersection of 2 sets, two major approaches exists: 1) generating and storing the
first data structure and enumerating the second one to search on the fly if each element is present in the first
data structure 2) generating and storing the two data structures explicitly and merging them to find their
intersection.

A natural approach for 1) is to use hash tables and for 2) to use sorted lists. We used a static array as a
hash table and a LSB-radix sorting algorithm to sort our lists.

We implemented Dumer and MMT algorithms in a generic way in C++ and benchmarked them using
these two approaches. We used the Shamir-Schroeppel [13, 7] technique when implementing MMT as de-
scribed in [6] to gain a memory factor.

We show that in Dumer and MMT, 1) and 2) are comparable in performance with a slight advantage for
1) in Dumer and a slight advantage for 2) in MMT. We also show that MMT algorithm becomes practically
better than Dumer algorithm starting from small code length challenges 1 ( when decoding an error of weight
equal to the Gilbert-Varshamov bound).

We try to explain these results considering the theoretical optimal parameters and the practical bests
values of these parameters. More precisely, for instances of cryptographic interest, Dumer practical optimal
parameters are such that the data structures considered fits in the last level of cache of our processor, re-
sulting in very few cache misses when using hash tables. Whereas in MMT algorithm, the practical optimal
parameters are such that the data structure won’t fit in the cache at a point, resulting in performance-killing
cache misses when using hash tables.
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