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1. Background & Use Cases

Secure multiparty computation (MPC) allows a set of N players holding private inputs xi to securely compute
any arithmetic circuit on these inputs, even if up to t < N/2 players, denoted as “corrupted”, are fully controlled
by an adversary A which we assume to be computationally bounded. We focus on the specific case of an
asynchronous communication network, with access to one synchronous broadcast at the beginning. This model
covers the case where players would publish encryptions of their inputs on a public ledger, and, after a timeout,
the actual MPC computation is done asynchronously on the published encrypted inputs.

In this model (denoted as almost-asynchronous), Beerliova-Hirt-Nielsen [BHN10] proposed a MPC protocol
that tolerates up to t < N/2 corruptions. However, their construction requires a trusted third party during setup.
Later, Gordon et al. [DLS15] presented a threshold FHE scheme without trusted setup, but that produces large
ciphertexts (of size O((nN)2) where n denotes a large lattice parameter). Our goal is to build a more e�cient
scheme by reducing the size of the ciphertexts. To this end, advances have been made in two opposite directions:
i) [Che+19; CCS19] built setup-free multikey FHE schemes, but the ciphertexts are at least linear in size in the
number of players and do not support threshold operations, and, ii) [Mou+21; Kim+20] built FHE schemes with
constant size of ciphertext, but that require an interactive setup and doesn’t support threshold operations. Our
aim is to link these two lines of research.

2. Setup-free threshold multikey FHE with short ciphertexts

In this presentation, we address the aforementioned limitation by presenting a new Threshold Multikey Fully
Homomorphic Encryption (TMFHE) scheme that requires only a transparent setup, and, produces a threshold
constant-size ciphertexts (i.e. with only a O(n) dependence) after transformation (down from O((nN)2) [DLS15]).
Informally, we first recall the structure, presented in [DLS15], of a threshold encryption with t < N/2 corrupt
players among N participants that allows:

• (For any Input Owner, denoted Alice), to generate a threshold ciphertext c between N players at threshold
t < N/2, even though the N players have never interacted. We only require that each of them has published
a public key; notably, they have not generated a shared secret key beforehand.

• The N participants to collectively transform, whatever the behavior of t malicious players, the ciphertext
c into a ciphertext c

0 of constant size, without any intervention of Alice. This takes only 2 interactions,
of which the first one is independent of c. Last but not least, we are able to do FHE operations on all
ciphertexts c0 obtained from several di↵erent Alices.

Our construction encompasses three main ingredients.

• First, we leverage the key homomorphic properties of a RLWE-based [LPR13] cryptosystem (eg BFV
[FV12]), to build a multikey construction with short ciphertexts. The intuition is that we can use this
property to define a common key as a sum of the individual player’ keys.

• Second, we notice that the ciphertext transformation of [DLS15] doesn’t easily adapt to the ring setting.
Thus, we formalize an innovative solution to implement an almost non-interactive delayed linear combina-
tion functionality that we use to create a scheme that adapts to the players that behave correctly.

• Third, we leverage linear secret sharing over rings [Abs+19] (in our case Z/qZ[X]/(Xn + 1)) to build a
threshold and setup-free construction. Importantly, the linearity of the secret sharing is what allows the
key homomorphism to be used, without the necessary intervention of the malicious players.
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