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Abstract. Whitebox cryptography aims at protecting standard cryp-
tographic algorithms that execute in attacker-controlled environments,
in which the attacker is able to read a secret key directly from mem-
ory. Common implementations mask all data at runtime and operate on
masked data by using many small precomputed tables. Practical white-
boxes involve trade-offs between security and execution speed, to limit
their footprints and enable applications such as real-time video stream-
ing.
To improve this compromise, we study the use of bitslicing (or bit-
parallelism) to implement whiteboxes. Bitslicing is commonly used to
write fast constant-time implementations of cryptographic algorithms
and relies on the synthesis of boolean circuits implementing the corre-
sponding algorithms. The synthesis of optimal circuits for lookup tables
is resource intensive and generally only performed once. In a whitebox
context however, a lot of random lookup tables are generated at compile-
time, therefore we require the boolean circuit generation to be time effi-
cient.
To begin with, the complexity of the synthesis of optimal size boolean
circuits by exhaustive search for a boolean function is double exponential
in the number of inputs of the function. The complexity further increases
with the number of output bits of the Sbox. Several known algorithms,
like the Quine–McCluskey algorithm, improve on the exhaustive search
but still remain of double exponential complexity. Ullrich et al. success-
fully found the optimal bitslice implementation of more than 90% of
4x4 Sboxes up to affine equivalence [1], but the problem of finding opti-
mal bitslice implementations of larger Sboxes remains hard. An efficient
bitslice implementation of the AES Sbox was found using its internal
structure [2], but this result can not be generalised to other large un-
structured Sboxes.
In this talk, we give an introduction to bitslicing and review some well-
known circuit-synthesis algorithms. We study the technique of Binary
Decision Diagrams to generate efficient circuits in a cheap and adaptable
manner. Eventually, we go through different techniques to evaluate the
generated circuits and analyse the performances of our algorithm.
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